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1
Decision/action requested

Approve the following changes to Section 5.17 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 16.  This document adds some.
4
Detailed proposal

5.17
Key Issue 16: Mixed Virtual and Legacy PNF Deployments

5.17.1
Key issue detail

One of basic tenants of a VM or a VNF is that it does not know that it is virtual (a PNF doesn’t know it is physical either). Similarly, 3GPP specifies application layer functionality of core NFs but does not (with the exception of RAN groups) specify physical implementation aspects. 

With the exception of green field 5G only operators, most virtualised deployments will commence with adding VNFs to an insisting PNF based networks. Overtime the number of VNFs will increase but mixed network deployments will be the default for the next 10+ years. Similarly, mixed SDN and non- SDN linked NFs will also co-exist. By default, PNFs and VNFs have to be able to implicitly trust each other in mixed deployments, given that 3GPP SA3 currently does not specify different handling or trust relationships based on PNF or VNF implementation.

As discussed in other key issues, PNFs and VNFs are susceptible to different types of attack and in turn different have different security capabilities. Furthermore, it is likely that PNFs will be less easily patched for security vulnerabilities compared with VNFs over time.

In mixed deployments, especially where older 3G CS NFs share common NFs (e.g. virtualised HSS, UDM) with 4G or 5G higher security level VNFs, additional 3GPP security mechanisms may be required to prevent attackers using insecure interfaces as the injection points against the otherwise secure VNFs (i.e. VNF implicitly accepts messages from legacy PNF with lower security). However, the reverse attack also exists were an attacker uses the much larger attack surface offered by VNFs to attack PNFs. VNFs would ignore the messages but may well forward them to the less secure PNFs. Attacks are also possible depending on the chain of VNF and PNFs, were an attacker injects messages towards a VNF, which is forwarded to a PNF and finally to another VNF. While the first VNF and PNF are unharmed by the attack, the second VNF falls foul of the implicit trust of PNF and VNF communications. It is possible to conceive other similar chained attack scenarios where PNFs and VNFs exist together without knowledge of each other’s implementation or trust domain segregation.

5.17.2
Security threats
Vulnerabilities of a PNF could be used as a starting point for an attack against VNFs, potentially taking advantage of legacy security used by PNFs and not understood by VNFs.

Vulnerabilities of a VNF could be used as a starting point to forward malicious messages to a PNF which has not been secured against attacks of that nature.
5.17.3
Potential security requirements
The 5GC should be configured so that NFs can only communicate with NFs which they are specifically authorised to communicate with. These rules should be applied irrespective of whether the NF is a PNF or a VNF.  The default should be for two NFs not to trust one another and to block communication. Solutions to this requirement required inside 3GPP.
